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Abstract

With advances in digital technologies, vast quantities of information have been processed and reported in a
digital form. This has resulted in an increase in the scale and number of crimes related to digital information, and
the relative importance of digital evidence in criminal proceedings has also increased significantly. In addition, it
is a reality that such a huge amount of evidence is confiscated in a digital form at the crime scene and submitted
to the court, but digital evidence is still not recognized as satisfactory proof due to its characteristics as well as
insufficient legal and institutional support. Likewise, although the importance of digital evidence continues to
increase, there is still a lack of research on the technologies and procedures to ensure integrity, such as the pre-
vention of forgery and tampering with acquired digital evidence.

Since digital evidence is easily altered, tampered with or destroyed through improper handling, it has been
faced with a challenge of securing the reliability of investigation and ensuring its integrity. Therefore, it is re-
quired to devise measures to ensure the integrity of digital evidence so that digital evidence can be accepted as
legally valid in court. In this regard, this study proposed a method to guarantee the integrity of digital evidence
by using blockchain technology that allows all nodes in the network to share distributed database securely with-
out the use of a central server, and thus can prevent the forgery and tampering with data. The use of this method
is expected to reduce the time and cost burden, while ensuring a high level of integrity.
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1. Introduction

In recent years, the rapid development of in-
formation and communication technologies has
led to the digitalization of information at an ac-
celerating rate, and thus the scale and frequency
rate of crimes related to digital information has
increased accordingly. As digital forensics be-
come common in cybercrime investigations, an
interest in digital evidence is also increasing, and
electronic evidence confiscated in a digital form
at the crime scene is increasingly presented as
important evidence at a trial.

Digital evidence is probative information that
is stored or transmitted in a digital form. There-
fore, digital information plays a very important
role in identifying allegations of all crimes, and
its importance will further increase in the future.

Digital evidence, however, has not yet been rec-
ognized as satisfactory proof in the court due to
its characteristics as electronic evidence which is
fragile and can be easily deleted, tampered with
or destroyed unlike physical evidence. Accord-
ingly, there is a need for a method that can en-
sure the integrity of digital evidence which is ad-
missible in court.

This study seeks to investigate blockchain
technology that can prevent the forgery and
tempering with data in a way that generates a
block in which information on all of the transac-
tions that occur within a certain period of time is
recorded, transmits the generated block to all
computers connected to the blockchain network
instead of a central server and shares it with
them, and to propose a method to guarantee
the integrity of digital evidence.
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2. Related Studies
2.1. Digital evidence

As shown in the following The precise concep-
tualization of digital evidence is not yet com-
plete, but it refers to information reliable
enough to stand up as evidence in court that is
either stored in a computer or on digital storage
media, or transmitted over a network[1]. In
other words, digital evidence is information that
is either stored in a computer or on digital stor-
age media, or transmitted over a network, and it
is evidence that is necessary for criminal investi-
gations and prosecutions[2].

Unlike general physical evidence, digital evi-
dence is characterized by non-visibility/non-
readability, vulnerability(possibility of for-
gery)/ease of duplication(media independence),
mass quantities, expertise, volatility and trans
nationality. Digital evidence has characteristics
that distinguish it from traditional physical evi-
dence. Digital evidence includes six main charac-
teristics[3].

1)Media independence: The independence of
media in digital evidence means that the content
of the original does not change even if it is trans-
ferred from one digital storage medium to an-
other one, the value of the content is not
changed although the identity of the entity is
transferred to any digital storage medium unless
the content stored in the original of digital evi-
dence is transmitted or stored after being ma-
nipulated or altered, and the identity of digital
evidence can thus be recognized.

2)Non-visibility/non-readability: It is evidence
made of non-visible forms of 0 and 1, which are
not visible to the naked eye.

3)Vulnerability(possibility of forgery): It is
easily damaged, deleted and forged by mistake
or on purpose, and it is difficult to find the dele-
tion and forgery. Ease of duplication(media inde-
pendence): It is easy to create the duplicate that
is the same as the original, which is difficult to
distinguish.

4)Mass quantities: When a large-scale server
system or a file server is the subject of investiga-
tion, the amount of data to be collected and an-
alyzed is enormous.

5)Expertise: The collection and analysis of dig-
ital evidence requires professional skills and
needs a forensics expert.

6)Trans nationality(network association): In
the current digital environment, digital evidence
is being transmitted across the walls of a space
because each computer is connected to one an-
other through various networks including Inter-
net rather than being isolated As a result, there
are characteristics regarding the extent to which
the law enforcement over domestic jurisdictions
is recognized and the issue related to sover-
eignty when crossing national borders[3][4].

As such, it is often difficult to apply the con-
ventional process of collecting and analyzing tra-
ditional evidence to digital evidence due to the
above characteristics[5].

2.2. Digital evidence considerations

Digital evidence with characteristics distinct
from those of physical evidence can be used as
evidence in criminal proceedings only if it meets
the requirements of authenticity and integrity as
evidence. In this case, the authenticity of digital
evidence is in the same vein as the formal and
practical authenticity of physical evidence. The
integrity of digital evidence should be preserved
so that there can be no improper alternation,
modification and damage of digital evidence in
the process of being collected from the original,
stored and analyzed, and this should be verifia-
ble[6]. In order to use digital evidence in a crim-
inal action, special precautions need to be taken
from the generation of the original by the actor
to the collection and analysis during the investi-
gation process as well as the presentation of ev-
idence in court. Therefore, the probative value
of digital evidence cannot be recognized unless
technical issues such as authenticity and integ-
rity are resolved[7].

2.3. Blockchain

Blockchain is a P2P(Peer to Peer) distributed
ledger technology, which distributes and shares
transaction details to and with all participants in
a blockchain network, rather than managing
them in a centralized server. As participants
manage the transaction details distributed to
the P2P network, participants in the network can
jointly record and manage them, and they can
verify the forgery and falsification of transaction
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details through the chain of blocks. Users(nodes)
participating in the Bitcoin blockchain create
transactions and sign the transactions with their
private keys[9]. The created transactions are
broadcasted and transmitted to other users, and
the transactions are generated as one block
through a specific agreement algorithm in the
settlement process. The generated block is con-
nected to the existing blockchain, and the infor-

mation of the block is broadcasted to other users.

The users can confirm the integrity and reliability
of data between users without the use of a cen-
tral system based on the information of the
blocks connected to the blockchain. The block-
chain uses hash functions and data chaining
techniques to provide data integrity. It also uses
public key-based digital signatures to ensure the
reliability of data[11].

The block of blockchain consists of a header
and a body. The body of the block is composed
of transactions, and the block header is com-
posed of the block's own hash, the hash of the
previous block, a Merkle tree and timestamp.
With respect to the transactions of the block reg-
istered in the blockchain network, the data can-
not be forged and modulated due to the hash of

the previous block contained in the block header.

The block structure of the blockchain is shown
in<Figure 1>[10].

The blockchain uses a P2P network in which
each peer participating in the network must rep-
licate the same file, and new data is propagated
and verified through the network. However, it
takes a long time and costs a lot of money to
propagate and verify the data through the P2P
network. Therefore, a larger data structure can
be checked safely and efficiently by allowing the
Merkle tree to transmit only the hash value of
data instead of sending the data and the receiv-
ing peer to check the hash value of the root hash
of the Merkle tree. In addition, the integrity of
data is also ensured. The Merkle tree, also called
a hash tree, is organized in the form of a binary
tree, and all peers/nodes must have the same le-
gitimate and unaltered data which is not dam-
aged. If the data is changed in one node, all
nodes participating in the blockchain network
must be informed of the change[8].

Figure 1. Blockchain block structure.
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The blockchain work flow has five steps which
include transaction definition, transaction au-
thentication, block creation, block validation and
block[10]. Transaction definition is the model of
the transaction pre-defined by the blockchain
network, and the sender's digital signatures, the
transaction payload and receiver's public key are
cryptographically signed with the sender's digi-
tal key. Transaction authentication is the process
by which the nodes validate if the user A has the
asset, enough balance to send the asset and is
authenticated to move the asset. Block creation
is the process of creating blocks by node from
the transaction pool where transactions are
grouped together based on the creation time.
Block validation is the process of validating the
blocks by checking if there is previous hash and
nonce which provides the proof-of-work. Block
chaining is the process of adding the blocks to
the blockchain once the nodes reach a consen-
sus[12].

3. Proposed System

This chapter presents a way to prevent the in-
tegrity of digital evidence from being damaged
in the investigation process and proposes a
method based on the blockchain technology
that can detect the forgery and falsification of
digital evidence through distributed blockchain
nodes without the operation of the central au-
thentication system. The proposed framework
operates through a connection with the block-
chain network that stores authentication and in-
tegrity verification information. The organiza-
tion of each institution can be divided into the
suspicious system to be investigated, the inves-
tigation agency that conducts investigations and
collects actual evidence, the enforcement au-
thority that exercises the powers of jurisdiction
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and the blockchain network that provides integ-
rity. The composition of each institution and the
procedure of the system are shown in <Figure 2>.

Figure 2. Proposed system.
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The prevention of damage to the integrity of
digital evidence is achieved through the block-
chain network. The investigation agency with a
seizure and search warrant collects information
about the suspicious system, when the investi-
gation agency broadcasts the collected evidence
information to the blockchain network, thereby
ensuring both the transparency of the investiga-
tion and the integrity of the digital evidence.

The blockchain creates blocks in which all
transaction information generated during a cer-
tain period of time is stored and propagates the
created blocks to members' computers con-
nected to the network rather than to the central
server, which makes it practically impossible to
forge and alter the data.

The investigation agency extracts the transac-
tion of evidence information and make a request
for transactions such as the submission of the
evidence information to the enforcement au-
thority. The block is propagated through the
steps of transaction definition, transaction au-
thentication, block creation, block validation and
block chaining to setup the blokchain. The inves-
tigation agency submits the evidence, and the
enforcement authority requests the blockchain
network to verify integrity and adopts the evi-
dence if the integrity is verified.

The framework for ensuring the integrity of
digital evidence proposed in this paper is com-

posed of key generation and distribution, evi-
dence collection, evidence registration and evi-
dence adoption decision procedures, and the
symbols and notations used are shown in <Table
1>,

Table 1. Notation.

'\i?;: Description
IA Investigative agency
JA Judicial authority
ID; 4 Investigative agency(Investigator) ID
CN Case number
TS Target(suspicious) system
Sl Suspicious system information
DI Digital evidence profile
TS Time stamp
Pl Digital evidence profile
H() Hash

1)Key generation step

For private key generation, a random number
generator is used to generate pairs of 256 ran-
dom numbers. The each random value becomes
the user's private key and has a length of 256 bits
per key. The user obtains the hash value of the
user's private key to make a public key. The hash
values of 512 generated by the hash function be-
come the user's public key.

2)Evidence collection step

The investigation agency confiscates a digital
data source which is suspected of being involved
in a criminal offense from the suspicious system,
when an investigator should use a certified fo-
rensics tool as shown in the process of (D~@)in
<Figure 2>.

Using the forensics tool, the investigator ana-
lyzes digital data involved in the suspicious sys-
tem and collects digital evidence. In order to
guarantee the integrity of the digital evidence,
he or she generates an identifier, extracts the
system information, creates the profile of digital
evidence to which the collected identifier is ap-
plied, and uses it as a transaction of the digital
evidence.

First, the transaction for the extracted evi-
dence is defined. The definition of a transaction
is the transaction model pre-defined by the
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blockchain network, and the sender's digital sig-
natures, transaction payload and receiver's pub-
lic key are encrypted with the sender's digital
key.

The investigator logs onto the suspicious sys-
tem(TS) through a forensic program and collects
system information(Sl), when the collected in-
formation uses H/W and S/W eigenvalues that
can identify the suspicious system. The investi-
gator then uses the Sl to generate case num-
ber(CN). He or she also generates Timestamp
used as the digital evidence collection point and
the standard time of the current forensics sys-
tem.

The investigator collects the digital data from
the TS and generates the DI. Then, he or she cre-
ates the PI using the collected DI and the stored
CN and uses the SHA-256 hash algorithm to cre-
ate a hash value, when the Pl records the profile
information of the digital evidence.

3)Evidence information registration step

The step of evidence information registration
corresponds to the process of @~®) in <Figure
2>. In this process, the transaction for the ex-
tracted evidence information is propagated, ver-
ified and added to the blockchain <Figure 3>
shows the procedure for this step.

Figure 3. Evidence information registration step.

DTransaction hashing and
propagation

@ Receive transaction hash value

] @ Gen merkle hash& @
Block value

@Receive transaction hash value

(®Receive transaction hash value

- The investigation agency transmit the trans-
action extracted from the digital evidence in the
previous step to each node connected to the
blockchain network.

- The transaction is broadcasted to blockchain
network.

- The nodes of the blockchain network receive
the transaction value of evidence in formation.

- The nodes generate the root hash value by
creating the Merkle tree with the hash value of
the transmitted transaction. The completed
hash value is used in the header for block crea-
tion. The block is created by performing the
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rithm.

- If the node completes the block creation first,
it informs the other node that the block creation
is completed. If another node completes the
block creation first, it receives nonce and
timestamp value when the block is generated
from another node.

- Each node verifies the hash value of the
block by using nonce and timestamp value re-
ceived from the node that generated the first
block. If the first generated block is not a normal
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Figure 4. Evidence adoption decision step.

Lz

@Submit digital evidence X

LA |

@ Extract form X

Receive transaction hash value =>H'(CS||PD

@Block chain searching

@ send transaction

@Verify Hash value
H=Extract to transaction’ hash value

(®Compare H' 7=H

® Adopt evidence

- If the validation is successful, pending trans-
actions in the transaction pool are grouped to-
gether, and blocks are created, propagated to
other nodes, and added to the blockchain for
storage and management.

4)Evidence adoption decision step

The process of (7)~12in <Figure 2> is the step
to decide whether to adopt the evidence sub-
mitted by the investigation agency. The investi-
gation agency stores the transaction of the evi-
dence information in the blockchain and then
submits the evidence to the Judicial authority.
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The Judicial authority extracts the hash value
H’from the evidence submitted by the investiga-
tion agency and requests the blockchain net-
work to verify the integrity. The node of the
blockchain network retrieves the block in the
blockchain and then extracts hash value H
from the transaction. Later, the two values are
compared and verified to confirm the integrity
of the submitted digital information. If the veri-
fication is successful, the evidence submitted by
the investigation agency is adopted, and if the
verification fails, the integrity of digital evidence
can be considered to be damaged. <Figure 4>
shows the procedure for this step.

4. Evaluation of the Proposed System

The proposed system using blockchain has
characteristics that propagate data such as the
transaction value of digital evidence to all nodes
connected to the blockchain network for storing
and sharing them and thus prevents the forgery
and falsification of the data. This gives a high de-
gree of credibility to the proposed system. In ad-
dition, the proposed technique can reduce the
risk of system hacking or server operating costs
because it requires no separate cental server,
unlike the conventional public key-based
method which stores all data in the authentica-
tion system. In addition, it is possible to prevent
the denial of nodes that register evidence infor-
mation due to the characteristics of blockchain.
In the previous systems, one hash value is used
to prove one original data. However, in the pro-
posed blockchain-based system, as authentica-
tion is done through a hash value corresponding
to a plurality of hash values, not a one-to-one
correspondence, security for digital evidence
verification can be improved.

5. Conclusion

With the advent of the Fourth Industrial Rev-
olution, the use of digital devices is further in-
creased, and the phenomenon of information
digitalization is being intensified. In addition, the
amount of evidence confiscated in a digital form
at the crime scene is increasing dramatically, and
digital evidence is becoming a very important
key to proving criminal allegations.

In this regard, this study proposed a method
to ensure the integrity of digital evidence with-
out the intervention of a central authentication
server by using blockchain. The blockchain is a
technology that creates a block that records all
transactions that occur during a certain period of
time, propagates the created block to all com-
puters connected to the blockchain network in-
stead of the central server, and thus can prevent
the forgery and falsification of data. Therefore,
the proposed technique using the blockchain
guarantees a relatively higher level of perfor-
mance compared to the previous techniques in
terms of the possibility of hash value forgery and
falsification of digital evidence, system hacking
risk, operating costs and credibility. Therefore, it
is expected that the use of the proposed tech-
nique can further strengthen the integrity of dig-
ital evidence, and digital evidence obtained
through the improved procedures will bring
about positive results in terms of integrity assur-
ance, and the reliability and cost of investigation.
In addition, the court is expected to make a more
fair judgment through the digital evidence ob-
tained in this way.

For the future research, there is a need to de-
velop more practical systems that can verify the
effectiveness of technical aspects through prac-
tical cases and allow investigators to use them
with ease, and to outline the detailed directions
of supporting policies.
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